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Abstract

This paper presents the concept of change detection
for filter-based network-state estimation. This could be
useful in various contexts, two examples are network
management and adaptive applications. In particular,
it is shown that the performance of available-
bandwidth estimation can be significantly enhanced by
employing a  change-detection  technique  in
conjunction with a filter-based estimator. By using
filter-based approaches, it is possible to track the state
of communication systems, and to estimate network
properties in real-time. A virtue of filter-based
methods is the ability to enhance the estimation
performance by combining them with change
detection. This makes it feasible to overcome the trade-
offs regarding speed of adaptation to changes versus
stable estimation. We discuss filtering and change
detection in general, and illustrate the power of this
combination with the filter-based available-bandwidth
estimator BART enhanced by the light-weight change-
detection test CUSUM.

1. Introduction
1.1.Overview

In recent years, there has been a strong interest in
the field of network management. Networks and their
use, as well as their misuse, become increasingly more
complex. There is a need for developing tools for
providing network operators and applications with
comprehensive information regarding fault diagnosis,
performance tuning, network monitoring etc.

In order to achieve and maintain good network
performance, it is necessary that decisions and actions
are based upon accurate and reliable information,
preferably obtained in real-time. However, the tools
that are used for this purpose typically need to be
configured to perform well under specific conditions,
and consequently perform suboptimally when the

conditions are different.

One interesting area within network management is
bandwidth measurements. In particular, there exist
several tools for estimating the end-to-end available
bandwidth along network paths, which can be useful
when monitoring and adapting the network traffic flow
to the unutilized capacity. However, due to the
dynamic and time dependent characteristics of network
traffic, it is indeed a challenge (not least if real-time
estimation is required) to always deliver high quality
estimates, as the network state can be subject to both
fast and slow variations of different magnitudes.

As a possible way of accomplishing continuous
available-bandwidth monitoring of a path in a packet-
switched communication network, a filter-based
approach BART (Bandwidth Available in Real-Time)
was suggested and partly evaluated in [1]. BART uses
active probing and Kalman filtering in order to
maintain and update an estimate of the current
available bandwidth. It may be configured for
optimum performance with regard to the expected
variability of the system state [2].

Using BART with a static configuration limits the
range of system-state variability where estimation
performance is good, just as for many other statistical
estimation tools. The problem is, however, that the
state variability is not always constant. Typically, it is
constant and low for most of the time, but transiently
and unpredictably the wvariability increases sharply
when there is a real change of the system state, such as
a sudden increase or decrease of the available
bandwidth. The weakness with a static configuration
often manifests as either fluctuating estimates when the
real state is rather stable, or slow adaptation in case of
abrupt changes in the system, depending on the choice
of fixed estimator tuning.

In order to obtain filter-based tools featuring both
fast adaptation to real changes and stable estimation in
the normal case of slowly changing or stationary
system state, change detection may be used. A change-
detection technique has the ability of testing the



hypothesis that a change has occurred versus that a
change has not occurred in the system state. Hence, it
is appropriate to tune the filter for stability by default,
and adjust for agile adaptation only when the change-
detection test indicates a change.

Sudden link failures causing re-routing, rapidly
changing quality of radio links in wireless
communications, and various types of network attacks
are examples of events that could abruptly influence
the available-bandwidth situation, and probably also
other network properties. As will be shown in this
paper, the performance of BART can be significantly
improved in such situations, when assisted by a
change-detection technique.

Although we will exemplify our reasoning with
available-bandwidth experiments, we believe that
filter-based estimation and change detection could be
useful for many other applications within computer
networking, especially when reliable and accurate real-
time estimation is required.

1.2. Related work

Besides BART [1], several other alternatives exist
for measuring the available bandwidth in packet-
switched networks, e.g. [3, 4, 5, 6, 7, 8, 9, 10]. These
tools are not filter based, and the majority do not have
the capability of providing real-time estimates.

Regarding change detection for filter-based tools, a
number of techniques have been proposed throughout
the years, e.g. [11, 12, 13, 14, 15]. A comparative
study on change-detection techniques for automotive
applications has been presented in [16].

In computer networking, change detection together
with a filter-based estimator has been used in [17] for
estimation of round-trip time for use in congestion
control.

1.3. Paper organization

In the next section of this paper, we provide the
reader with some background theory regarding filter-
based estimation and the available-bandwidth
estimation method BART.

In the third section, we define the problem and
limitation of using statistical estimation methods in
systems with highly irregular characteristics, and in
particular, the trade-off between stable and agile
estimation.

The fourth section introduces a possible solution to
the problem, i.e. using change detection together with
filter-based estimation. Also, we describe how a simple
change-detection technique, the Cumulative Sum
(CUSUM) test, can be integrated with BART.

The fifth section describes experiments performed
with  BART assisted by the CUSUM test.
Measurements have been carried out in a controlled
laboratory network as well as over the Internet.

Finally, the paper is summarized with a general
discussion and conclusions drawn from the
experiments.

2. Background

This section will provide the reader with
background theory which hopefully will facilitate the
understanding of the remaining part of the paper. First,
the basic concept regarding filter-based estimation will
be introduced, and thereafter, a short introduction to
BART will be given.

2.1. Filter methods

In a filter-based approach, the state of a system is
estimated from repeated measurements of some
quantity dependent on the system state. This requires
models of how the system state evolves from one
measurement occasion to the next, and also how the
measured quantity depends on the system state. The
system equations can be expressed as'

X = f (X)) + Wiy (D
zp = h(x;) + vy 2

where x is the state of the system, z is the measured
quantity, w is the process noise and v is the
measurement noise. The functions f'and / represent the
system evolution model and the measurement model,
respectively. The subscript refers to discrete time.

A filter is a procedure which takes a previous
estimate X,_; and a new measurement z, as input,
and calculates a new estimate x, of the system state.
A compelling property of filters is that they are capable
of producing estimates in real-time, i.e. tracking the
system state. For each new measurement, the previous
estimate is updated.

If the functions f and /4 are linear, and if both the
process noise and the measurement noise are Gaussian
and uncorrelated, there is an optimal filter, namely the
Kalman filter [18]. Experience has shown that Kalman
filters often work very well, even when these
conditions are not strictly met.

In this linear case the system equations (1) and (2)
can be expressed using matrices:

Xp = Axp_ Wiy €)

This can be formulated more generally, when the system is also
influenced by a control input.



Zk=ka +Vk (4)

From the previous estimate and the new measurement,
the Kalman filter equations allow estimation of the
system state x and the error covariance matrix P as:

Xp =X + Ky (zp — Hxy) (%)
b =(I-KH)P (6)
where
X = A%, (7
P, =AP, A" +Q ®)
and
K, =B H"(HP,H" +R)". )

The superscript minus sign indicates the a priori
estimate at discrete time k. For further details, see [18].

Kalman filtering can be understood as a process
where there are two phases of calculation in each
iteration. First, there is a “prediction” phase, where the
previous estimate evolves one discrete time step
according to the system model (7). Then, there is a
“correction” phase, where the new measurement is
taken into account (5). One also computes the updated
error covariance matrix P, of the state estimate (6).

The difference z, —Hx; in (5) is known as the
residual (or innovation), which is essential in the
“correction” phase. The residual reflects the deviation
of the actual measurement from what is predicted
according to the measurement model and the evolved
state estimate.

The Kalman gain K, given by (9) and appearing in
(5) and (6), can be interpreted as the relative weight
given to the new measurement as opposed to the pure
expected evolution of the previous estimate. As can be
seen from (8) and (9), the Kalman gain increases as
either Q increases or R decreases. These required
inputs to the Kalman filter are the covariances of the
process noise w and measurement noise v, respectively.
An intuitive understanding of the importance of these
quantities may be acquired by the following
arguments:

e Large variations of the noise in the system model
(high Q) imply that the prediction according to the
system model is likely to be less accurate, and the
new measurement should be weighted heavier.

e Large variations in the measurement noise (high
R) imply that the new measurement is likely to be
less accurate, and the prediction should be
weighted heavier.

2.2. BART (Bandwidth Available in Real-Time)

The BART method for available-bandwidth
estimation [1] makes use of active probing and Kalman
filtering. Updated estimates are produced based on
probe-packet measurements, which are performed at
randomized rates in order to improve the statistical
estimation properties. Each measurement consists of
sending a sequence of pairs of packets, which are time-
stamped on sending and on arrival. As the measured
quantity z we use the average relative increase in
packet-pair time separation, also referred to as the
inter-packet separation strain ¢. Furthermore, it is
possible to compute the variance of &, which can be
used as an estimate of R. From a simple fluid-traffic,
first-come-first-served network model [10], the
expectation value of ¢ is zero when the probing rate u
is less than the available bandwidth B, and grows in
proportion to the overload when the probing rate is
larger:

(10)

_]0 (u<B)
= au-B)=au+pf (u=B)

In order to use dimensionless quantities in the
BART filtering, u is normalized with respect to the
chosen maximum probe intensity u,,,,.

It should be noted that the Kalman-filter method is
very “forgiving”, and good results are often produced
even when the ideal conditions are slightly broken. So,
even if a real system displays characteristics which
deviate somewhat from the piecewise linear system
curve (see (10) and Figure 1), the resulting available-
bandwidth estimate is not automatically invalidated.

Inter-packet strain (g)

Available bandwidth

Probe traffic intensity (u)

Figure 1. Based on measurements of the inter-packet separation
strain and the intensity of the probe traffic, it is feasible to estimate
the available bandwidth.

The model (10) allows for application of a Kalman
filter in the overload region, when we represent the
state of the system by a vector containing the two



parameters of the sloping straight line

x{“} (11
5l

We may then write, for the measurement z, of the
strain at discrete time %,

z, = Hx, +v, (12)
where
H=[u 1] (13)
Also, we write for the evolution of the system state
X =Xy + Wy (14)

which means that we may apply the Kalman filter
formalism with A = 7 (the identity matrix).

When the filter estimates the system state variables
a and S, we immediately obtain an estimate of the
available bandwidth B, which corresponds to the break
point in the piecewise linear curve in Figure 1.

3. Problem
3.1. Stability versus agility

When dealing with dynamic systems, a static
configuration of statistical measurement tools typically
cannot optimally deal with both slowly changing
conditions and rapid fluctuations. A tool configured
for stability will suffer in case of sudden changes in the
system state, due to slow adaptation. A tool with agile
properties delivers fluctuating estimates in a steady-
state situation, due to the measurement noise.

If there is no compelling need for always obtaining
reliable estimates, it could be sufficient to use a tool
configured for either stability or agility. As an
example, for an alarm system, the main concern is
most likely to give fast and clear indications when
abnormalities occur in the system, whereas a precise
measurement of the actual system state could be less
important. In other applications, reliable steady-state
estimates could be of great importance, while the time
required for adaptation to sudden changes is less
significant.

However, we believe that many applications would
benefit from tools which have the ability to deliver
reliable estimates under various conditions.

As an illustration, consider Figure 2, where the
available-bandwidth measurement tool BART is
estimating the unutilized capacity of a network path.
The dotted curve corresponds to a high-agility
configuration®. This is accomplished by choosing Q

2 2 =1 in the configuration of Q, see (20) in Section 5.

large. It is obvious that BART easily follows the
sudden changes in the available bandwidth, whereas
the precision of the estimates leaves a great deal to be
desired, due to amplification of the measurement noise.
The dashed curve corresponds to an opposite
configuration of high stability’. Here, we can see that
BART is insensitive to the measurement noise and
delivers stable and reliable estimates in the interval
from 0 to 750 seconds. However, the configuration
does not allow for fast adaptation, which is obvious
when considering the estimates after 750 seconds,
where BART is very slow in adapting to the new
system state.
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Figure 2. BART estimation of the available bandwidth using two
configurations of Q, for different tracking ability.

Streaming of real-time data over a network path is
an application which would probably benefit from a
tool such as BART. Since congestion and packet loss
are detrimental for real-time data, it would be
beneficial if the sender could regulate the transmission
rate with respect to the prevailing network conditions;
for example by changing codec in case of audio or
video streaming. A BART configuration corresponding
to the dashed curve in Figure 2 would probably be
suitable when estimating the available bandwidth over
a network path, given slowly changing network
characteristics. However, in case of abrupt changes, as
in Figure 2, it is desirable that the estimates follow the
variations such that a streaming application connected
to BART has the possibility of adjusting the
transmission intensity in case it is needed. An agile
BART configuration is undesirable, since it constantly
would trigger adjustment of the streaming codec due to
exaggerated fluctuations in the available-bandwidth
estimates. Nevertheless, it would be wuseful to
transiently apply a configuration corresponding to the
dotted curve in Figure 2, in order to rapidly follow
abrupt changes in the network conditions.

3 2=107 in the configuration of Q, see (20) in Section 5.



Although the BART configurations used in Figure 2
could be seen as two rather extreme choices (it is of
course possible to choose O such that the estimates
become something in between the two curves in Figure
2), there is a clear trade-off between having stable but
slowly adapting estimates and agile but noise-sensitive
estimation properties.

4. Method

There are solutions to the problem described in
Section 3. In the area of system identification using
filter-based estimation methods, these solutions are
often referred to as adaptive control and, more
specifically, change detection algorithms (also known
as fault detection).

In the following subsections, change detection will
be introduced and exemplified by one particular
algorithm; also, we will explain how this technique can
be integrated with the previously described tool
BART, for estimating available bandwidth.

4.1. Change detection

There are a number of existing filter-based methods
available for detecting abrupt changes in dynamic
systems, e.g., [11, 12, 13, 14, 15]. These methods can,
in general, be divided into three classes: methods using
one filter, where a whiteness test is applied to the filter
residuals; methods using two filters, where a slow
filter configured for stability runs in parallel with a fast
filter configured for agility; methods using multiple
filters, where each filter configuration is matched to a
particular assumption regarding the abrupt change. For
more information regarding these techniques and
change detection in general, see [19].

There is a trade-off in complexity versus
performance when comparing different change-
detection techniques; in general, the more complex
algorithm, the better result is obtained [16]. The
computational complexity is often proportional to the
number of filters required by the algorithm. A simple
and intuitive technique is known as the Cumulative
Sum (CUSUM) test [11, 19], which only uses
information from one filter in order to make decisions
regarding the hypotheses of change or no change in the
system. This can be compared to, e.g., the full
Generalized Likelihood Ratio (GLR) test [14, 19],
where the number of required filters (and thus also the
complexity) grows linearly in time.

When discussing change detection in general, it is
not of great importance which particular filter to use.
Instead, the majority of the available methods are only
concerned about the residuals that are obtainable from

the used filter.

The characteristics of filter residuals can be
examined for indications of the filter’s state estimation
being “off track”. A filter residual is defined as the
difference between the measured quantity at time k& and
the prediction of this using the a priori estimate of the
system state at time k. In a Kalman filter, the residual
is used in the “correction” phase; see the parenthesis in
(5).

An important property of filter residuals is that,
under certain model assumptions, they resemble white
noise before a change occurs. This characteristic is
often useful in change detection.

In an ideal system, the residuals would be zero
before a change and non-zero after a change. However,
due to measurement noise and process noise, which are
unavoidable in statistical approaches, this is not the
case in reality and the residuals cannot be predicted
beforehand. Nevertheless, conclusions may be drawn
from the statistical behavior of the residuals.

Assuming that there is no change in the system state,
and given that the used model is correct, the residuals
can be interpreted as independent stochastic variables
with zero mean and a certain variance, which
characterize white noise. After a change in the system
state, the distribution of the residuals also changes. The
challenge in statistical change detection is to design a
hypothesis test, or “stopping rule”, allowing to
distinguish between random and systematic deviation
of the residuals.

In the CUSUM test, which is a very simple change-
detection algorithm, filter residuals are transformed
into distance measures with different characteristics
corresponding to desired design properties [19]. One
distance measure (defined at time k), suitable for
detecting changes in the mean of the filter residuals, is

z, —H x
5, =tk (15)

ke -
HkPka +Rk

where the residual (i.e., the numerator) is normalized
to unit variance in order to make the design somewhat
more robust. This distance measure s is used to build
up the test statistic

g, :max(gk_l+sk—v, 0) (16)

which is used to decide whether the residuals are
reflecting a positive trend; i.e., the predictions of the
filter are systematically underestimating the measured
quantity. The design parameter v is used to allow for a
slowly varying system state; v is also referred to as the
drift parameter.

Once the value of the test statistic g exceeds the



design threshold 4, CUSUM will issue an alarm that a
change has occurred in the system, and the filter
procedure is recommended to act appropriately to
handle the situation.

A suitable filter action when receiving a change-
detection alarm is to momentarily increase the estimate
of the process noise covariance matrix Q. By doing
this, the filter will put more trust in the received
measurement as compared to the previous estimated
system state and, consequently, it will be quicker to
follow variations in the system state. After adaptation,
it is appropriate to return to a filter configuration
characterized by stability, i.e., using a smaller Q.

4.2. BART using CUSUM

The available-bandwidth measurement tool BART
has been implemented and evaluated with the change-
detection technique CUSUM.

Since the residual of the BART Kalman filter can be
both positive and negative, we use a two-sided test.
Hence, at time k&, the positive and negative test
statistics are computed as

gr” =max(g/” +s, —v, 0) (17)
and
g;’eg = min(gl'zef’1 +s +v, 0) (18)

where g, = 0.

For each discrete time step, the test statistics are re-
calculated and the stopping rule is applied; the test
statistics are compared to the chosen design threshold
h:

if (g]” >h) or (g, <—h)
then —>ng§ =0

(19)

gl =0

— Alarm indication

The other design parameter, the drift v, can be seen
as an indicator for what is expected to be regular
random deviation between the measurements and the
predictions. If the distance measure (15) is smaller than
the drift parameter v, the observed residual will be
interpreted as a normal statistical fluctuation and,
consequently, not contribute to the CUSUM test
statistics.

The choice of design parameters / and v affect the
performance of the change detector, especially in terms
of false alarm rate (FAR) and mean time to detection
(MTD).

It should be noted that # and v do not necessarily
have to be equal for the positive and the negative
CUSUM test (i.e., we could have different 27, h"*,
V%, V"), However, for our purposes we have not had
any compelling reason to introduce extra parameters
by allowing them to differ.

When running BART (configured for stability)
without change detection, the estimates in case of
abrupt changes in the system can appear as illustrated
by the dashed curve in Figure 2. It is obvious that
BART is not responding quickly when rapid changes
occur in the system, due to its configuration for
stability.

When running BART with CUSUM for the scenario
in Figure 2, and the design threshold # = « (i.e., no
alarm will ever occur), the positive and negative test
statistics behave as in Figure 3, using different drift
parameter v.

In Figure 3 it is clear that the positive test statistic
(solid curves) starts to increase after 750 seconds, due
to the sudden drop in the available bandwidth. The test
statistic behaves differently with respect to the chosen
drift parameter v; larger v requires larger residuals in
order to increase the test statistic. After 1250 seconds,
the system returns to its previous state and,
consequently, the positive test statistic decreases due to
the lack of positive contributing distance measures.
Instead, the filter residuals are facing a negative trend
(since the BART estimate is below the true available
bandwidth in Figure 2), which can be seen in Figure 3
by studying the negative test statistic (dashed curves).
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Figure 3. The CUSUM test statistics (both positive and negative) for
different v when BART (configured for stability) is exposed to
abrupt changes in the system, according to Figure 2.

From Figure 3, we can see that for the used drift v, a
threshold wvalue of e.g. 2~ = 50 is probably an
inconvenient choice, since the CUSUM test would not
even alarm for the case when v = 0.2, and for the other
cases, the MTD would be very large. By decreasing #,
the performance is expected to improve, in terms of



shorter time to detection. However, going too low
would cause false alarms; e.g. & = 2 would result in
false alarm after approximately 200 seconds, when
using v = 0.025.

5. Results

In order to evaluate the performance of BART when
applying change detection, experiments have been
performed in a controlled laboratory network and over
an Internet path.

5.1. Experiment setup

In the laboratory network, a testbed consisting of
two Extreme Summit routers has been used, see Figure
4. We have studied several traffic cases including
different cross-traffic aggregation levels and statistical
distributions of the inter-packet arrival times.
However, for the scope of this paper and for clarity,
we limit the illustrations of the results to different
versions of one particular cross-traffic case. General
conclusions drawn from this scenario are applicable to
all other cases that have been under consideration.
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S

NS

10 Mbit/s

Router 1 Router 2

N _>
Probe traffic X5 R J Probe traffic
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Figure 4. An illustration of the testbed setup that was used in the
evaluation of BART with change detection.

The chosen testbed scenario for this paper emulates
a cross-traffic case with approximately 100
simultaneously active traffic streams, which transmit
UDP packets® with inter-arrival times following a
Pareto distribution (shape parameter = 1.9). New
connections arrive according to a Poisson process and
remain active according to a Pareto distribution (shape
parameter = 1.5, mean = 1.0 second). The cross-traffic
generator (which is the Ericsson proprietary tool
IPTrafGen) is configured such that all active
connections utilize (on average) an equal and
predetermined amount of the bandwidth capacity.

In order to construct abrupt changes in the available
bandwidth, a second instance of the same cross-traffic
scenario suddenly affects the testbed for a time interval
of 500 seconds. This additional traffic flow has
statistical properties as described above, except that the

4 The distribution of the synthetic cross traffic packet sizes roughly

corresponds to observations from Sprint:
http://ipmon.sprintlabs.com/packstat/packetoverview.php (June 2006)

traffic intensity for each connection is somewhat
higher for this latter case.

By abruptly adding 100 new traffic streams along
the path, the available bandwidth will rapidly decrease.
A similar effect could occur in a real network in case
of, e.g., a denial-of-service attack or a nearby link
failure (causing re-routing of the traffic).

For the testbed measurements, the true cross traffic
was recorded using the standard tool tcpdump, while
the probe-traffic receiver host recorded the series of
strain measurements z,. Based upon the recorded
cross traffic, the true available bandwidth could be
calculated by subtracting the cross-traffic intensity
from the tight link capacity (which was known due to
the setup). The cross-traffic intensity was obtained by
averaging the content of the cross-traffic traces, using
a sliding window with averaging time scale 7 = 4
seconds.

In the final experiment presented in this paper,
BART with and without change detection estimates the
available bandwidth over an Internet path in Sweden.
The probe traffic was transmitted from a sender at
Linkoping University, which connects to the Swedish
University Network (SUNET), to a probe receiver at
Ericsson Research in Stockholm, connected to the
Internet service provider Telia. From traceroute,
we know that the path included 16 layer-3 hops.

In the Internet experiment, additional cross traffic
was added along the path, in order to create sudden
changes to the available bandwidth. This was
accomplished by using tcpreplay’ together with a
traffic trace obtainable from MAWI®. The time stamps
of the trace file were re-scaled with different scaling
factors, in order to get cross-traffic intensities of
diverse magnitudes, which in turn caused steps of
various sizes in the available bandwidth.

For all experiments in this paper, BART has been
configured to transmit sequences of pairs of 1500-byte
probe packets, organized as trains of 17 packets (16
pairs). The traffic intensity for each probe train was
randomly chosen using a uniform distribution from 1
Mbit/s to 20 Mbit/s in the testbed measurements, and
10 Mbit/s to 100 Mbit/s in the Internet experiment. The
inter-departure time between two consecutive probe
trains was set to one second, which yields an average
probe-traffic overhead of 0.2 Mbit/s, in both cases.

In the used implementation of BART, the
refinement possibility of providing the Kalman filter
with a precision measurement of R has not been used;
instead, this filter input parameter was set to R = 1 for

http://tcpreplay.synfin.net/ (June 2006)
http://tracer.csl.sony.co.jp/mawi/samplepoint-B

/2005/200504211400.html (June 2006)




all measurements, i.e., from the filter’s perspective all
strain measurements were considered to be of equal
quality and treated accordingly.

Regarding the process noise covariance parameter
0, which is crucial for the tracking ability of BART,
the following simple form has been used:

On On 40
= =A-1= 20
Lo ol s e

It should be noted that O, which is a symmetric matrix,
has three degrees of freedom and Q;; and Q,, do not
necessarily have to be equal. For a more detailed
discussion regarding QO in BART, see [2].

In this paper, the used Q differs depending on
desired characteristics of the BART estimation. In the
remainder of this section, we will refer to the notation
Ostabitity and Quarm When  describing the steady-state
estimation of BART and the characteristics in case of a
change-detection alarm, respectively.

Regarding Ogabitity, 4 = 10” has been used for all
experiments in this paper; for Q,,m, different values of
A were applied.

For all measurements where BART uses change
detection, the two-sided CUSUM test has been applied
with design threshold # = 3 and drift parameter v =
0.05, unless otherwise is specified.

5.2. Testbed measurements

In Figure 5, we illustrate the trade-off between FAR
and MTD when BART is estimating available
bandwidth supported by CUSUM. As mentioned
previously, choosing a low threshold value % in the
CUSUM stopping rule guarantees fast detection in
case of a change in the system state, although one has
to be aware of the greater risk of false alarms. If false
alarms are unacceptable, it is recommended to choose
a rather high value of /; more test statistic is needed
before exceeding the threshold, which also implies that
one has to accept slower detection.

Here, two rather extreme threshold values /4 are used
in order to illustrate the effects of different design
choices.

The thick solid curve illustrates the scenario when a
low threshold value is used for the CUSUM stopping
rule, 2 = 0.75. During this measurement interval of
2000 seconds, a total of 50 alarms are issued from the
CUSUM test, although only two are justified (i.e.
corresponding to actual steps in the available
bandwidth). Consequently, the configured stability
property of BART is somewhat overridden, since
CUSUM frequently triggers BART to transiently
switch to a Q with agile properties (A = 1). The

advantage of this threshold is the rapid response once
the actual changes occur in the system; hence, the time
to detection is very low.

The dashed curve depicts the opposite situation,
when a rather large threshold value is used, # = 50. In
this case, only two alarms are indicated during the
2000 second interval, and they are both due to the
actual step changes taking place after 750 and 1250
seconds, respectively. The disadvantage of having a
large threshold is clearly the time to detection, which
in Figure 5 is approximately 150 seconds for both
alarms.
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Figure 5. BART using CUSUM with two different threshold values
h, in order to exemplify the trade-off between false alarms and time
to detection (4 = 1 for one iteration in case of CUSUM alarm).

When CUSUM issues an alarm, it is interesting to
investigate what O matrix should be chosen in order to
provide BART with enough agility such that the
adaptation to the new state is successful. For the
evaluation in Figure 6, the only parameter that differs
between the four subfigures (a) — (d) is the
momentarily used (one single iteration) process noise
covariance matrix Qyjam.

The diagonal elements of Q are related to the
tracking ability of the corresponding state variables (in
BART, Q) affects the tracking of « and, likewise, 05,
influences £, see (11) and (20)). Subfigure (a) shows
the performance of BART with CUSUM when Q,jam, 18
assigned the value of 10” on the diagonal, i.e., A = 107
in (20). Although the Kalman filter becomes more
agile, it is obviously not enough to quickly track the
new system state. By increasing Qap.m (see (b) and (c),
where 4 = 10" and 1 = 10', respectively) the agility of
the filter increases and the adaptation is much quicker.
Increasing Q,.m €ven more, see (d) where 4 = 103,
BART can be seen as overreacting in case of an alarm,
however, the estimates are back on track after a short
time.



(a) (b)
— Awailable bandwidth
| . —— BART estimate

At

byl

Available bandwidth [Mbit/s]
Available bandwidth [Mbit/s]

¥

0 500 1000 1500 2000 0 500 1000 1500 2000
Time [s] Time [s]

() (d)

4

2

Available bandwidth [Mbit/s]
Available bandwidth [Mbit/s]

0 500 1000 1500 2000 0 500 1000 1500 2000
Time [s] Time [s]

Figure 6. BART (configured for stability, 1 = 10”) with CUSUM. In
presence of change detection alarm, a different A is momentarily used
in (a) — (d). In case of alarm: (a) A =107, (b) 1= 10"", (c) A= 10", and
d)A=10°

In Figure 7, the estimates of the system state
variables (a and f) of BART are shown for the four
cases in Figure 6. The values of « and f are crucial in
order to deliver reliable estimates of the available
bandwidth.

In the testbed traffic scenario considered in this
paper, the abrupt changes in the available bandwidth
occur due to changes in the cross-traffic intensity, as
approximately 100 additional traffic streams suddenly
appear/disappear along the network path of interest.
Since the bottleneck link capacity remains constant,
the value of the state variable a is expected to remain
constant throughout the measurements (a describes the
slope in Figure 1, which in the network model is equal
to the inverse of the bottleneck link capacity). The
state variable f is, however, expected to change when
the cross-traffic changes.
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Figure 7. The estimate of state variables a and f when BART
(configured for stability, 2 = 107°) is used with CUSUM. In presence
of change detection alarm, a different A is momentarily used in (a) —
(d). In case of alarm: (a) 2 =102, (b) A= 10", (c) A= 10", and (d) 1 =
10°.

In Figure 7 (a) — (d), we can study the estimation
and the adaptation of the state variables a and f as the
abrupt changes occur in the system state, according to
Figure 6. In subfigure (a), BART was provided with a
fairly weak agility injection in case of CUSUM alarm,
4 =107 for one filter iteration. Although « and /3 are
provided with equal opportunities for changing their
values (Q1; = Oy = 4 in (20)), a basically keeps its
value, whereas S slowly adapts to the new
circumstances. The reason for this slow adaptation is
the low value of .. When increasing 4, as in subfigures
(b) — (d), we can observe a much more distinct and
determined adaptation of the state variables, for case
(d) also causing spurious transients in the adaptation.

Consequently, one way to achieve fast and
successful adaptation in case of change-detection
alarm is to select a suitable level, Quum, to which
momentarily increase (. Another approach, which
makes the choice of Q,.m less sensitive, is to vary the
duration for which the agile O remains active in the
Kalman filtering; it does not necessarily have to be for
only one filter iteration.

Recall from Figure 6 (b) that 2 = 10" for one filter
iteration appears to be too weak in order to at once
accomplish a successful adaptation. This can be seen
clearly at 1250 seconds. In Figure 8, the experiment
from Figure 6 (b) is repeated, but now with Quam
active for 15 consecutive filter iterations (instead of
only one) in case of a CUSUM alarm. As can be seen,
repeated injections of an agile Q make it easier for the
filter to adapt to the new system state. However, an
issue when using this approach could be that applying
Qaam for too long may cause unnecessary fluctuations
of the estimates, although that potential problem is not
apparent in this particular case.
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Figure 8. BART (configured for stability, 2 = 10°) with CUSUM. In

presence of change detection alarm, 1 = 10" for 15 consecutive filter
iterations.



5.3. Internet measurements

Finally, we have performed measurements over an
Internet path.

For simplicity, the CUSUM test for the Internet
evaluation keeps the parameter choice from the testbed
measurements, i.e., # = 3 and v = 0.05. In case of a
CUSUM alarm, the process noise covariance matrix
Qutarm 18 used for only one iteration with 4 = 1, which
also turned out to be a fairly suitable choice in the
testbed evaluation, as illustrated in Figure 6 (b) — (c).

The “true” available bandwidth shown in Figure 9
should rather be seen as an indication. As the
measurement is performed over an Internet path, we do
not have access to all intermediate routers between the
probe sender and receiver. Hence, it is impossible to be
completely sure about the actual available-bandwidth
situation. Instead, the available bandwidth curve is
calculated from a long-time average and the additional
cross traffic that we injected along the network path
(i.e., we have knowledge of the magnitude of the
abrupt changes in the experiment, caused by cross
traffic generated by us). During the time interval from
0 to 300 seconds, additional cross traffic of average
intensity around 35 Mbit/s is injected, and in the
interval from 450 to 1350 seconds, cross traffic
corresponding to 15 Mbit/s is added along the network
path. Otherwise, no additional cross traffic is used.
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Figure 9. Internet experiment where BART (configured for stability,
2 = 107) is estimating the available bandwidth with and without
CUSUM. Rapid changes occur in the system, due to manual
activation and deactivation of additional cross traffic along the
Internet path.

When no change detection is used, the response of
BART (configured for stability) to the abrupt changes
in the system is rather slow, see Figure 9. However, by
including the CUSUM test, BART is provided with
alarm indications and quick adaptation is possible.

The time to detect the abrupt change after 450
seconds is notable. This can be taken care of by, e.g.,

decreasing the design threshold % in the CUSUM
stopping rule; however, this could also increase the
rate of undesired false alarms. Another approach
would simply be to configure BART such that
sampling occurs more often. In Figure 9, BART is
transmitting 17 probe packets each second, causing a
probe-traffic overload of 0.2 Mbit/s over an Internet
path with the minimum link capacity of 100 Mbit/s. By
allowing more probe traffic in the network, BART
would be able to probe more frequently, which also
would result in faster detection in case of sudden
changes.

An explanation for the slow detection around 450
seconds could be found by considering an aspect of the
current BART implementation. Measurements with
probe-traffic intensities below the current estimate of
the available bandwidth are discarded, since these
strain measurements most likely are to the left of the
break point in the piecewise linear measurement
model, illustrated in Figure 1 (the sloping straight line
is the region of interest in BART). In this experiment,
the probe-traffic intensities are randomly and
uniformly chosen in the interval from 10 Mbit/s to 100
Mbit/s. Consequently, more than every other
measurement is expected to be unutilized when the
current estimate of the available bandwidth is around
60 Mbit/s, which is the case after approximately 450
seconds. The time to detection is shorter for the third
change around 1350 seconds, and even shorter for the
first abrupt change after 300 seconds. This seems to be
reasonable, since a larger fraction of the measurements
are taken into account as the BART estimate of the
available bandwidth decreases.

If throwing away measurements can be seen as a
weakness in the current implementation of BART, this
could easily be improved by including feedback from
the receiver to the sender. Thus, the BART receiver
could constantly inform the sender about the current
estimate of the available bandwidth, and the sender
would be able to adapt the range of probing rates such
that useful strain measurements are received. This
would most likely improve the time to detection in
Figure 9, without increasing the probability of false
alarms.

6. Discussion and conclusions

In this paper, we have addressed the problem of
accurately  estimating  communication  network
properties in systems with irregular characteristics. For
statistical estimation methods, there is a clear trade-off
between noise insensitivity and the ability of fast
adaptation to sudden changes.

A major virtue of filter-based methods is the ability



to enhance performance by combining them with
change detection. Hence, as a solution to the above
problem, we have suggested using filter-based
estimation tools assisted with a change-detection
technique.

The simple change-detection technique CUSUM
was implemented and tested together with the
available-bandwidth estimation tool BART, in both a
laboratory network and over an Internet path.

We have discussed the design properties of the
CUSUM test, and how the performance is affected
with respect to different choices of the used
parameters.

Attention has been paid to possible and suitable
actions when the used filter-based tool receives alarm
indications from the applied change-detection
technique. The focus has been on transiently altering
the filter parameter O when a change is considered to
have occurred.

Overall, we believe that filter-based estimation with
change detection is a promising approach for various
applications in communication networks, especially
when accurate real-time estimates of a system state are
required.

By integrating CUSUM with BART, we have
observed a significant enhancement of the estimation
performance, when the network state is subject to
abrupt changes.

A possible continuation of this work is to evaluate
and compare several change-detection techniques in
applications suitable for data communications. One
should recall that the CUSUM test is a rather crude
approach. Hence, it is likely that there is potential for
further performance enhancement, by utilizing a more
sophisticated change-detection technique.
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